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Introduction:
Micropayments were introduced when Internet boomed in 1990’s and many Micropayment schemas have been proposed since then. With the burst of Internet bubble in 2001, most of schemas failed because they could not get enough usage. Currently, with the economic recovery, Internet becoming mature, and many Internet providers shifting their business strategies to ask pay for their content, the Micropayment is getting attentions again. In this article, we focus on PayWord, and MicroMint, the two of the earliest and most famous Micropayment schema. Then, we will discuss briefly the common characteristics of good Micropayment system based on these two schemes.

Even though share the basic principals and transaction procedures, Micropayment Differentiate from regular Macropayment in many ways:

· The amount of payment in Micropayment is very small. It could be as small as fractions of a cent.

· The payment is anonymous. The Micropayment users intend to have a transient relationship with vendor. Sometimes, the reason that they want to use Micropayment is because they don’t want to provide their personal financial information or open an account just for a tiny payment. 

· The efficiency and low cost are extremely important. Because the amount for each payment is very small, if the cost for handling each transaction is high, there will be no room to for a vendor to make any profit and the whole system becomes worthless. 

· For the same reason, cheating on a small payment with big cost is not worth for a hacker to try. So Micropayment system can compromise some security to achieve the efficiency. 

PayWord

Algorithm. PayWord is credit-based system. To use it, a user must open an account with a broker first. Then the broker will issue the user a signed PayWord Certificate. This certificate assures vendors that the user’s paywords are redeemable by the broker. 

When a user needs to pay for a vendor, he/she must create a paywords chain first. This chain is a payword string, and each payword is worth for a basic payment unit (for example, 1 cent). This chain is user specific because the use must build this chain based on his/her certificate and also is vendor specific because it must be used only for one vendor. 

The user builds this chain with some hash function in reverse order. He/She will randomly pick up the last payword wn, and then computing 





wi = h(wi+1)

until he got wo , the root of chain. Here, the h is the hash function for building process. Then the user submits his/her certificate and the root of that chain as commitment to Vendor and ready to pay. For each payment, the user submits a pair of (wi, i) as the payment. Since the payword chain is used from beginning, the i here implied that any payword with number less than i has already been used. Therefore, at the end of the day, the highest index, l, will be the total money the user owe to the vendor. Then, the vendor can submit it with the initial commitment received from that user at very beginning to broker and ask redeem from broker. Based on the certificate in that initial commitment, the broker can ensure the payword is issued by its member. By hash computing the root, the broker can verify the validation of the number l. If everything is correct, the broker will pay vendor and then charge that user in return. 

Advantages. 

· The payword schema uses one-way hash function and public key to sign the commitment. So, it is secure for forgery and double spendings. 

· One of PayWord’s major goals is to minimize communication with the broker. As an “off-line” scheme, PayWord does not require the vendors to interact with Broker for every payment. The Vendor only needs to “clear” the payment once a day. Meanwhile, the interactions of users with broker are limited too. All the user needs from the broker is to get and renew his/her certificate. 

· Payword schema does not require signature for every payword and can reduce the public key operation dramatically. As the matter of fact, it is even more effective if the user will pay the same vendor many times in a day. 

· The other advantage of this schema is that the relationships between users and vendors are transient. After a user finishes the purchase, the vendor does not have connection with the user any more. As long as the vendor can collect redemption from brokers, it does not actually care who submitted the commitment in the first place. 

Disadvantages

· This schema still needs public key operation. Since each payword chain can only serve one vendor, if a user want to visit many web sites and pay only small money for each of them, the total cost will be high. 

· The user must set up an account in broker. That means that users intend to have long-term relationship with a particular broker. This is not desired for micropayment

· The vendor must ensure that broker is trusted and also the vendor needs to know the public key for that broker so that it can verify the commitments submitted by users. The vendor also needs to know how to make redemption with that broker at the end of the day. 

MicroMint Schema

Algorithm. The basic idea of MicroMint is that a broker produce “coins”, then sell these coins to users. A user can use these “coins” to pay vendors. In return, the vendors will get real money from the broker by redeming these coins.  So, the MicroMint can be regarded as a debit-based system and it try to provide reasonable security at low cost by no using public key operations at all. 

The coins are made with so-called “Hash Function Collisions” algorithm. Each of coins is a bit string with certain size. These coins have a property that they have the same hash image under a special hash function. So we say these coins are “Hash Collided”. As we can see, the validity of these coins is very easy to check because they have the same hash result with a public-known hash function. On the other hand, the “Hash Function Collision” has an interesting property. It is very difficult to find the first Hash collision. But once the threshold is passed, the growth rate of collision is exponential. This means a MicroMint broker can make huge amount of coins at low per-unit cost with big initial investment. The more coin that broker can make and sell, the cheaper each coin will be, and the more money that broker can make if he sell coins at the same price. 

The general sketch of a typical MicroMint system may include following steps

1. A broker invest in substantial hardware to make coins

2. The broker sells coins to users and declares validity criteria to public. For the security reason, the broker needs to make new coins based on a different hash function after a period of time (for example a month) 

3. When a user buys a web page, she pays the vendor with coins

4. The vendor verifies these coins by check them with the validity criteria declared by the broker. After then, he sells the pages.

5. At the end of each day, the vendor returns the coins to the broker to redemption. 

6. At the end of a period of time, the broker needs to recollect non-used coins from all the users and give them the new coins

Advantages

· The MicroMint based their security on the assumption that a hacker can not break the hash function in a short period of time. (that is the reason why the broker need to make new coins from time to time) and the fact that they can trace the users who use these coins. As a result, the MicroMint schema can prevent from forgery and double spending effectively.

· The MicroMint totally terminate the public key operation and can further reduce the cost

· The broker is off-line and the verification criteria are public. So the transaction is easy and low-cost

Disadvantages 

1. The MicroMint need big one-time investment. It can make money only if there is a big user base.

2. There is so-call “double-spending” problem. A user may use the same coin to pay two different vendors and the vendors cannot find it until they check with broker. (at the end of the day). To overcome this problem, the MicroMint schema needs to trace all the users who purchased the coins. (The vendor need to know the users too so that he can demonstrate who spent those coins). As a result, this schema is not anonymous any more.

3. The part of security of MicroMint is based on some assumption. So, it is not secure for sure 

4. The MicroMint need to change the coins in a certain period of time. (i.e., every month) because the hacker might be able to broke the system if it stands too long. This can add extra burden and inconvenience to the vendors and users. 

Discussion: What makes a good Micropayment system

Currently, there is not a hard line between regular Macropayament and Micropayment. One of the most important features which distincts Micropayments from Macropayments is that a Micropayment system must be able to minimize the cost overhead of a single transaction. To achieve this goal, a Micropayment system need to have some unique designs and may have to compromise some security concerns. 

There are some characteristics shared by all the good Micropayment systems. Here, we will try to summarize these characteristics and see how Payword and MicroMint schemas deal with them

Transaction Security. The basic requirements for a Micropayment system is that it can prevent from forgery, double spending and other secure loopholes. Payword does it by pre-sign a payword chain with private key. The MicroMint does it by creating unique coins using hash collision functions and tracing users’ records.  

Low Cost. The major cost of a payment system comes from the security operation cost and transaction cost. Both payword and Micromint schema use off-line broker to reduce transaction cost. The payword reduce the security operation cost by minimizing the public-key operations required per payment. The Micromint schema reduce the security operation cost by terminating public-key operations and making high volume coins from the hash collision function. 

Anonymousness. In an ideal Micropayment system, the vendor should not have the user’s personal information. Neither Payword nor Micromint is perfect here.  They both need to have some user’s information to verify the validation of payment. 

Easy to use. Both of Payword and Micromint tried to make them easy to be used by users and vendors. But Payword needs user to establish an account first. Micromint needs the vendors be able to verify their coins and the coins from different broker are not compatible to each other. So, neither of them is very easy to use. As the matter of fact, in our opinion, one of the most important reasons that Micropayment systems still haven’t been widely used is because none of them is very easy to use. 

Conclusion

We present basic idea of Micropayment by introducing two typical Micropayment schemas here. People should keep in mind that Micropayment technology is still not mature yet. It still remains as an attractive but hard challenge.
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