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Definition

a,b,m € Z and m > O:

a=b (modm)iffm|b—a



Definitions

e f: X — Y is aone-way function if y = f(x)
Is easy to compute for all z € X, but for a y ran-
domly chosen in Y, it is computationally difficult
to find x € X such that f(z) =y

e f: X — Y isaone-way trapdoor functionif f is a
one-way function for which inverses can easily be
computed with an additional information, called
trapdoor



Symmetric ciphers

e a cipher is used to encrypt plaintexts, the results
are called ciphertexts

e ciphertexts are decrypted to recover the plaintexts

e keys are used to encrypt and to decrypt



Symmetric ciphers

e The keys must be secretly shared by the commu-
nicating entities (symmetric ciphers use shared
secret keys)

e (P,C,K,FE,D) is cryptosystem where E is the
encryption algorithm, D is the decryption algo-
rithm, P, C and K are respectively the space of
the plaintexts, the space of the ciphertexts and
the space of the keys, and where 3k, k' € K such
that, Ve € M : Dp/(Ep(x)) =

e in symmetric cryptosystems, usually £ = &’ (or at
least, knowing k it is easy to compute ')
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Cryptanalysis

Kerckhoffs (1883). encryption and decryption algo-
rithms are known

Auguste Kerkhoffs



Cryptanalysis

e Kknown ciphertext attack
e Kknown plaintext attack
e choosen plaintext attack

e choosen ciphertext attack



Historical encryption schemes

e substitutions

e transpositions



Shift encryption scheme

M=C=K=17050<k<25and z,y € Zog

Eip(x) =xz+k mod 26

Dip(y) =y—k mod 26

Example: with k& = 3, the plaintext CAESAR is ci-
phered in FDHVDU

Cryptanalysis?



Mono-alphabetic substitution

M = C = Zyg, K is the set of permutations on
{0,...,25}

For each permutation £ € K we have:

Ep(x) = k(=)

Dy(y) = k1 (y)

where z,y € Zog and k—1 being the inverse permu-
tation of k

Cryptanalysis? (brute force: 26! > 4 . 102° possible
keys)
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Déchiffrement
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Mono-alphabetic substitution

plaintext: “chiffrementparpermutation”
ciphertext: “YGZPPCHTHSMLXCLHCTUMXMZFS”

Attack: letters frequencies in the ciphertexts are the
same than in the plaintexts — use of frequencies ta-
bles based on the language of the plaintext (letter, di-
grams, trigrams, ...)
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lettre  probabilité | lettre probabilité
A 0,082 N 0,067
B 0,015 0 0.075
C 0,028 P 0,019
D 0,043 Q 0,001
E 0,127 R 0.060
F 0,022 S 0,063
G 0,020 T 0,091
H 0,061 U 0,028
I 0,070 Vv 0,010
J 0,002 W 0,023
K 0,008 X 0,001
L 0,040 Y 0,020
M 0,024 Z 0,001

Table 1-1: Probabilité d’occurrence des lettres de ’alphabet
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Poly-alphabetic substitution

Encryption of blocs composed of ¢ symbols

e F consists in all the sets of ¢ permutations of the
symbols

e cach key k£ € K define a set of ¢t permutations
(p].a SR 7pt)

e the plaintext x = z1 ...z is encrypted on the
basis of the key k:

Ex(x) = p1(z1) ... pe(xe)

e the decryption key &’ define the set of the ¢ corre-
sponding inverse permutations: (p71,...p; %)
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Vigenere cipher

Blaise de Vigenere 16! century

Blaise de Vigenere

Encryption scheme described by Blaise de Vigenere
but probably first designed by Giovan Battista Bellaso



Vigenere cipher

m>0and M =C = K = (Z>g)™

Forakey k = (k1,...,km):

Ep(x) = Ep(z1,...,2m) = (v1+k1, .., 2m+km)

Di(y) = De(y1,-- . ym) = (y1 —k1, ..., ym —km)

with z;, y; € Zoe and all the operations are computed
in Zioe
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Vigenere cipher

Example:
key: “hello” 7 4 11 11 14”
plaintext: “rendezvousahuitheure”

17 04 13 03 04 25 21 14 20 18
07 04 11 11 14 07 04 11 11 14

24 08 24 14 18 0Oob 25 25 05 060

00 07 20 08 19 07 04 20 17 04
07 04 11 11 14 07 04 11 11 14

07 11 05 19 07 14 08 05 02 18

ciphertext: “YIYOSGZZFGHLFTHOIFCS”



Vigenere cipher

In practice the key can be a string of m characters
(converted in numbers within the ciphering process)

There are 26" possible keys

Cryptanalysis: how to determine the key length? (Ka-
sisky)
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Vigenere cipher

Exercise: try to cryptanalyse the following ciphertext

Iwiegiqgjaexgotcijxaehogsfpxzifrgkskghxtrmgkmvrwvaje
xyszhllfzglrehyrtsvplsaxmgkrrmw gugvhsivvfuughrkicg
hycrvditvvhycfgpkcyefangsxxrrmwreuiyonvvigczphsee
xiurdigzuegkofw vhiejxdjiiitaicwsxejiqgzeexxtsvrvsazwg

gpiiviehyhtolwvgvfrvjebmgjjvrhjemelyprwokslisusvvigp
rfojdvjdhrzuxkrirhihrrwolcsqgjetvbvttkugpymhhivrdhskvx
yeaimagveljoegwuukhdhoihtaet ioaitmhzazxganvivveti

vomgphzecghveehdtthydriexhrlzkhtcvkuusjmhxeuypgr
zrlrdixsgrrmwxerfvullghttzrvullfoksrrvratphl
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Transposition ciphers

m>0,M=C=4{0,...,25}"™
K is the set of the permutations {1,...,m}

A key k£ € K Is a permutation and:

Ep(@) = Bi(@1, -, 2m) = (@415 - > Thomy)

Dp(y) = Dp(y1,-- -5 ym) = Wp-1(1)> - - - Y—1(m))

where z;,y; € Zog and k—1 is the corresponding in-
verse permutation

21



Transposition ciphers

suppose the following permutation:

1 —+3,2—+53—-1,4—-6,5—4,6 2

and the corresponding inverse permutation:
l1—+3,2—+6,3—41,4—>5,5—-2,6—~>4
plaintext: “annulerlelancement” = “annule rlelan ce-
ment”

ciphertext: “NEALNU ENRALL MTCNEE”

Cryptanalysis: plaintext symbols occurences are pre-
served in the ciphertext.
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Scytale

Strip of leather around a stick (around 400 BC)

The plaintext is written by writing a letter on each con-
volution

To decrypt, we must use a stick of the same diameter
as the original stick

L/\/

_
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Enigma

Electromecanical device (with a keyboard, a lightboard,
three different rotors and a reflector)

To encrypt: press the plaintext letter on the keyboard
and the corresponding ciphertext lights up

To decrypt: press the ciphertext letter on the keyboard
and the corresponding clairtext lights up

The rotors turn after that a letter is pressed on the
keyboard

The sender and the recipient have to configure in the
same way their respective device (choice, positions
and order of the rotors, configuration of the reflector,
...) — this is the secret key
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Reflector
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- Right rotor
advanced

one position
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Alan Turing


Olivier Markowitch
Alan Turing


TURING AT
BLETCHLEY PARK

Alan Turing joined Bletchley Park in ‘
September 1939, aged 27. Bletchley Park was
home to the Government Code and Cypher

School, responsible for studying and breaking
secret communications.

Turing was one of several high-flying
Cambridge and Oxford academics

identified for recruitment to Bletchley
Park. Not all were mathematicians like
Turing. One of the candidates was the

fantasy writer and linguist J R R Tolkien,
though he did not take up the offer.

Turing became head of the naval Enigma
team at Bletchley Park. Building on the work
of Polish specialists he designed systems and
machines to break Enigma messages.




CODEBREAKING ON
AN INDUSTRIAL SﬁAlE

Every day, the settings used by German

Enigma operators changed, meaning Bletchley
Park needed to test millions of settings to find
the new ones. This was codebreaking on an

industrial scale - and it needed industrial-sized
machines to do it,

These huge devices were invented by
Alan Turing and his colleague Gordon
Welchman, and named ‘bombes’ after

a Polish predecessor,. Dozens of wheels
in @ach bombe rotated continuously,
electrically testing up to a million different

settings until a potential Enigma match
had been found.

The bombes made a noise ‘like a thousand
knitting needles’ according to one writer, and
over 200 were manufactured by a nearby
punched-card equipment firm. Some were
Installed at Bletchley Park but most operated
eglsewhere, All 200 operated around the clock

LI Berol bomb WHTACTUEING Tacility at the British Tabul X
B At LN sl Tabhnilag )
WIHOTNOS Taotary ool 181 i

i Hotehloy Pard




Wheels from a bombe checking

machine, 1940s

The bombes were manufactured on
a secret production line at the British
Tabulating Machines factory in
Letchworth, near Bletchley. Each one
contained dozens of wheels similar

to these.

Different

tested by the bom
until a possible match to that day's

Enigma settings had been found.
The device would then stop, and the
gettings were tested on a smaller

‘checking machine’.

After the war ended the bombes were
broken up and destroyed. However,
these wheels from a checking machine
survived, leaving us a tangible reminder

of Turing’s wartime achievements.

Source! GCHQ
Inv. No! £2012.41.1

wiring configurations were
bes at high speed







One-time pad

One-time pad also known as Vernam scheme (1917)

Gilbert Vernam Joseph Mauborgne

Perhaps already initially designed around 1880 by Frank Miller



One-time pad
The plaintext t = x1 ...z where each z; € 0,1

The key k = kq...ks where each k; € 0,1 is ran-
domly chosen

Ey(z) =y=z2;®k;;1 <1<t

Dp(m) =z =y; D k;j; 1L <i <t

The one-time pad is proven to be secure iff each key
IS used once
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Stream ciphers

One-time pad generalization to be more practical

Short key expanded into a keystream

Keystream used in the same way than the one-time
pad (xor)
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Stream ciphers

Examples of stream ciphers: SEAL and RC4

Phillip Rogaway et Don Coppersmith A Software-Opifi-
mized Encryption Algorithm, Fast Software Encryp-
tion, Lecture Notes in Computer Science 809, Springer-
Verlag, 1994

Phillip Rogaway et Don Coppersmith A Software-Opti-
mized Encryption Algorithm, Journal of Cryptology, vol-

ume 11, number 4, Springer International 1998

Ron Rivest The RC4 Encryption Algorithm, RSA Data
Security, 1992
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Product ciphers and bloc ciphers

A product cipher combines (at least) two transforma-
tions (substitution, transposition) in order to produce
a cipher that is more secure than the individual trans-
formations

A bloc cipher is an encryption scheme that cuts the
plaintext in fixed size blocs and encrypts each bloc
separately

Bloc ciphers are usually iterative: a set of transfor-
mations is repeated. Each iteration is called a round.
A different sub-key is derivated from the key for each
round.
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Feistel cipher

Horst Feistel

32



Feistel cipher

lterative process (1970)

Plaintext (2t bits with Ly =t at the left and Rg =t bits
at the rigth)

r rounds where k; is the corresponding sub-key:

Ri=L;_1® f(Ri—1,k;)

Same process to decrypt (using the sub-keys in the
opposite order)
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Figure 3.1: Un tour de DES



Data Encryption Standard

Horst Feistel Don Coppersmith



Data Encryption Standard

K K
56 plaintext P 56
ciphertext C
64 key K 64 g
P——= DES —»=C ¢ —— DES weald
DES input-output.

Lucifer in 1973 - DES is a standard in 1976



Data Encryption Standard

DES encrypts a 64-bits plaintext into a 64-bits cipher-
text using a 56-bits key

1. an initial permutation (IP) is realized on the plain-
text (x): ro = IP(x) = LoRp (LO is the 32-bits
at the left and R is the 32-bits at the right)

2. 16 iterations of the function f: L, = R;_1 and
R; = L;_ 19 f(R;_1,k;) where k1,...k1g are
the 16 sub-keys (48-bits)

3. final permutation (inverse of the initial permuta-
tion): TP~ 1((R1gL1). The result of this last
permutation is the 64-bits ciphertext
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(a) twisted ladder

‘ input
Mg .- 64 Mgy
initial
IP | pemmutation
64
‘ Lq Ro
45
-y |
32 4 xa32
Y a2 —L |
T
K
i
|
Ek—i f |——c
L] L]
I
KIB

il
‘%

irregular swap

L L
| Ris Lis |
F64
i
S inverse
(P permutation
64
output
C].E.g oL .‘534

Lo

Ry

Lz

(b) untwisted ladder

input |

G

1

Lo Rol—

T i
b
L]

— K, Rq

— K R,

Lz

Ip-

output

Li = Ri—1
Ry =Lij_1 @ F(Ri—y, K;)

Figure 7.9: DES computation path.



Data Encryption Standard

The function f takes a 32-bits value (A) as input as
well as a 48-bits sub-key (J), and produces a 32-bits
result

1. A is expanded from 32 to 48 bits (thanks to an
expansion function (E) that realizes a permutation
and duplicates some bits)

2. B=FE(A)®J

3. Bis cutin 8 blocs B; of 6 bits
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DES: f et SBoxes (suite)

4. the 8 B, are modified by a different “sbox” (sub-
stitution box): C; = S;(B;),1 < i < 8 where C;
IS 4 bits. Each sbox is a different 4 x 16 table of
hexadecimal numbers. The bits b1bg of B; com-
poses the row index in the table, the bits b>b3b4b5
composes the column index in the table. At this
coordinate is the 4-bits result of the sbox

5. The 8 C'; composes C that goes trough a permu-
tation P
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R4 K;
32 A 48
expansion | g
45 4
45
Y
8 » 6 bits
6
S Sa S Sy Sy Sg S Sy substitution
8 x 4 bits
32
|

P | permutation

32

f(Ri—1,K;) = P(S(E(Ri-1) ® Kj))

Figure 7.10: DES inner function f.



P P T
5850423426 18[10 2 40 [8[48 16562464 32
60 |52 44|36 2820|124 3907147155523 ]63] 31
62 | 54 [ 46 [ 38 [30 |22 14 [6 38646 | 14 | 5422621230
64 | 56 |48 [ 40 [ 32|24 | 16 [ 8 37545135321 161129

57 | 49 [ 41 | 33 |25 [ 17| 9|1 36 |4 | 44 |12 | 5220 ] 60 | 28
50 [51 [43 [35 [27 [ 19| 11 |3 35 [3 43 [ 11 [ 51| 19 [59 |27
61 |53 |45 37 29|21 | 13 (5 2210501835826

3 [ 55 |47 [ 39 |31 |23 | 15 | 7 BB[L 41| 940 [ 17 [57 |25

Table 7.2: DES initial permutation and inverse (IP and IP™?).

E P
32 | 2 3 + 5 16 7120) 21
4 5 61 7 8 9 29 112 | 2 17
8 91101 11 |12 | 13 1115]23 ] 26
2|13 |14|15] 16|17 511813110
16 | 17 118 119 ] 20 | 21 2 8124 | 14
20 121 122123 |24 25 32 | 27 3 9
24 125126127 | 28 | 29 19 | 13 | 30 6
28 12913031 ] 32 1 22 | 11 4125

Table 7.3: DES per-round functions: expansion E and permutation P.




row column number
OB EfE el [?S]r [[o] | [ro] {1a] ] [x2] (23] | [14] | [15]
1
O] || 141 4113] 1 2115 11| 8 3|10 12 5 9 0 7
[1] Oy1s| 7 414 213 1)J10| 6| 12| 11 9 5 3 8
[2] 41 1|14 8| 13| 6| 2|11} 15|12 9 7 3| 10 5 0
B || 15112 8] 2 41 9f 1] 7 5111 31 14 10 0 6| 13
Sz
o) 4151 1] 8|14 6111 3| 4 91 7 21 13 12 0 3] 10
[1] 3|13 4 7Y/ 15] 2| 8|14 12] O 1| 10 6 9] 11 5
[2] op14| 711110 413 1 51 8| 12 6 9 3 x| I5
3] || 13] 8]10] 1 3115 4] 2)J11)| 6 7| 12 0 51 14 9
Sa
0] |J10] o] 9|14 6| 3|15 5 1]13] 12 7 11 4 2 8
1] 4131 7] o] 9 31 4] 6|10 21 8§ 51 14 12 11| 15 1
2] || 13] o) 4] 9 8115 3| oj11| 1 21 12 51 10 14 7
[3] 1]10]13] 0 6| 9| 8| 7 41151 14 3 11 3 x| =k
Sy
[0] 711314 3 0| 6| 9|10 1| 2 8 5 11| 12 41 15
[ || 13| 8|11 5 6|15 0] 3 41 7 21 12 1| 10| 14 9
2] |10 o] 9] ofj12| 11| 7|13 15] 1 3| 14 5 2 8 4
[3] 3|15 0 6/ 10] 1]|13] & ol 4 5 11 12 7 21 14
Ss
[0] 21121 41 1 TJl10]| 11| 6 8| 5 3l 15 13 0| 14 9
1] || 14111 2] 12 41 71131 1 51 0| 15| 10 3 9 3 &
[2] 41 2 1111013 7| s)|15] 9| 12 3 6 3 ol 14
[3] 1] sf12 7 1114 2]13 6115 0 9 10 4 3 3
Se
O] ||121 1]10]15 o9l 2] 6| 8 0113 3 4 14 7 51 11
1] |10 15] 4] 2 T112] 9| 5 6| 1| 13| 14 o] 11 3 8
[2] 91 14|15 5 21 812 3 71 0 41 10 1] 13 11 &
[3] 41 3| 2112 9| s 15|10 11| 14 1 7 6 0 3| 13
S7
[0] 4111 2114 15| 0] 8| 13 3|12 9 7 5|1 10 6 1
[1 4131 oj11| 7 41 9] 1|10 14| 3 51 12 2] 15 8 6
[2] 1| 41111312 3| 7| 14| 10] 15 6 3 0 5 9 2
[3] 6l 11|13] 8 1] 4(10] 7 g1 5 o 15 14 2 2l D
Sa
o 131 2] 81 4 6|15 11| 1]J10| 9 31 14 3 o 12 7
1] 111513 810 3| 7| 4|12] 5 o| 11 0| 14 9 2
2] Tl11| 41 1 9l12] 14| 2 o 6] 10| 13 15 3 5 8
[3] 21 1114 7 4110 8|13 15|12 9 0 3 5 6] 11

Table 7.8: DES S-boxes.




Data Encryption Standard

The key k can be 64 bits, but only 56 bits are significa-
tive (the bits 8, 16, 24, 32, 40, 48, 56 et 64 are parity
bits)

These 8 bits are not considered anymore
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Data Encryption Standard

1. 56-bits key goes through a permutation PC'1 :
PC1(k) = CgDg where Cj is the 28 first bits
and Dg the 28 following bits

2. forall i € [1,16]:

o C; =LS;(C;_1)and D; = LS;(D;_1) where
LS; is a circular rotation to the left of one po-
sition when ¢ = 1,2,9, 16 and a circular ro-
tation to the left of two positions otherwise

o k, = PC2(C;D;) whereP(C?2 is a permuta-
tion that outpouts 48 bits
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Key (56 bits)

CO (28 bits) | DO (28 bits)

| Ls1 l LS1
| 1 ‘ D1 - K1 {48 bits)
| LSz i LSz

-
-

L5186 L5186

C18 D18 PC-2 K186




PC1 PC2
49 [41 [33 25 [ 17 [ 9 47241 1
58 [ 50 [423a[26]18 312815 6121
2 159 [ 51 | 43|35 | 27 231912 426 8
11| 3]60[352]447]36 16| 7127120 ] 13
above for C;; below for D; 41 | 52 | 31 | 37 | 47
55 [ 47 [39 [ 31 [ 23 15 30 [ 40 [ 51 [ 451 33
62 | 54 [ 46 [ 38 [ 30 | 22 44 |49 [ 39 | 36 | 34
6 |6l |53 ]|45]|37]|29 46 | 42 [ 50 | 36 | 29
3] 5282012 4

Table 7.4: DES key schedule bit selections (PC1 and PC2).



Data Encryption Standard

DES has 4 weak keys = key k such that Vo € M:
Ep(Ep(z)) ==

DES has 6 pairs of semi-weak keys = (k1, k>) such
that Va € M: Ekl(EkQ(m)) =

Moreover, for the four weak keys, it exists 232 mes-
sages x € M such that E,.(x) = x
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weak key (hexadecimal) | Ca | Daq |

0101 0101 0101 0101
FEFE FEFE FEFE FEFE
1F1F 1F1lF OEQE OEOE
EOEO0 EOEO FlF1 FlFl

{0}28
{1}28
{0}28
{1}28

{0}28
{1}28
{1}28
{0}28

Table 7.5: Four DES weak keys.

Co

Do

semi-weak key pair (hexadecimal)

Co

Do

{01}14
{01}14

{01}14
{10}14

O1lFE
1FEO

OlFE O1FE OlFE, FEOl
1FEO0 OEF1 OEFl, EOLF

FEO1
EOL1F

FEO1
F10E

FEO1
F10E

{10}14
{10}14

{10}14
{01}14

{01}14
{01}14
{0}28
{1}28

{0}28
{1}28
{01}14
{01}14

01EQ
1FFE
Ol1lF
EOFE

01E0 O01F1 OlF1l, EQO1
1FFE OEFE OEFE, FELF
OllF O010E OlO0E, 1FO0l
EOFE F1FE F1FE, FEEO

EOO1
FELF
1F01
FEEO

Fl01
FEOE
0EOL
FEF1

F101
FEOE
OEOL
FEF1

{10}14
{10}14
{0}28
{1}28

{0}28
{1}28
{10}14
{10}14

Table 7.6: Six pairs of DES semii-weak keys (one pair per line).
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Bloc ciphers caracteristics

An alteration of one bit of a plaintext bloc results (after
encryption of the bloc) in the alteration of each bit of
the corresponding ciphertext with a probability 3

An alteration of one bit of a ciphertext bloc results (af-
ter decryption of the bloc) in the alteration of each bit
of the corresponding plaintext with a probability 5

An alteration of one bit of a key results (after encryp-
tion of a plaintext) in the alteration of each bit of the
corresponding ciphertext with a probability 7
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Cryptanalysis

Differential cryptanalysis (Eli Biham and Adi Shamir,
1993): properties (caracteristics) deduced from two
xored plaintexts that are encrypted

Eli Biham and Adi Shamir
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Cryptanalysis

Linear cryptanalysis (Mitsuru Matsui, 1994): linear ap-
proximation of the sboxes

Mitsuru Matsui

53



attack method

data complexity storage processing
known chosen | complexity complexity
exhaustive precomputation | — 1 ik 1 (table lookup)
exhaustive search 1 — negligible 255
linear cryptanalysis 243 (85%) — for texts 243
2% (10%) — for texts gl
differential cryptanalysis — ol for texts e
PR = for texts gR

Table 7.7: DES strength against various attacks.




Other bloc ciphers

IDEA

X. Lai et J. Massey A proposal for a new block encryp-
tion standard, Eurocrypt’90, Lecture notes in computer
science, volume 473, Springer-Verlag 1991

Xuejia Lai and James Massey
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plaintext I:X]_, Xg, Xz i X‘;:I

X1 Xa subkeys K‘Eﬂ for round r Xz Xa
16 116 164 16
KV - Ewﬂ s B K 5:“5 : K
: 16 16 3 2 16 5 e 4
[
round 1
Y
P—yp—
fa
S#
Yy 1 |
. ; - . round r
L] L ] L ] L ]
L] w - ™ {2 E T i: 8)
output
T K® K$— K| transformation
16 16 16
Y Yo ciphertext (Y7, ¥5, Y3, ¥a) Y3 Y,

&5 bitwise XOR
FH addition mod 2'°
{(*) mmitiplication mod 2% + 1 (with O interpreted as 21%)

Figure 7.11: IDEA computation path.



Algorithm IDEA encryption

INPUT: 64-bit plaintext M = mq ... mgq: 128-bitkey K = k; ... ki2s.
OUTPUT: 64-bit ciphertext block Y = (Y7, Y3, Y3, Y, ). (For decryption, see Note 7.103.)
1. (key schedule) Compute 16-bit subkeys K ;r:', T Kéﬂ forrounds 1 < r < 8, and
K ggj, ST Y igj for the output transformation, using Algorithm 7.102.
2. (Xl? XQ,XE,,X;L) — {m; oo MMVB, TTT -« . Mao, My ... MYy, 49 . . .m54),
where X 1s a 16-bit data store.
. For round r from 1 to 8 do:
@ Xi « X10K\, Xy + X40K", Xo + Xo BKS, Xa + Xa B K.
(b) to — KV O(X19Xs), t1 K O(to B (X20Xy)), t2 « to Bi;.
(c) X1+ Xt Xy + XuiFPto. a — XoPis, Xo + XaFt,, Xq + a.
. (output transformation) ¥7 +— X1®K§9j, Y+ X4@K£9j, Yo + X, EHKQ(Q:', Yy
X, BKY.

LS]

e

Algorithm IDEA key schedule (encryption)

INPUT: 128-bitkey K = k; .. .k12s.

OUTPUT: 52 16-bit key sub-blocks K ET:' for § rounds 7 and the output transformation.
1. Order the subkeys K" .. . K" K® .. . K?,... , K® .. . K® K. KD

2. Partition K into eight 16-bit blocks; assign these directly to the first 8 subkeys.

. Do the following until all 52 subkeys are assigned: cyclic shift K left 25 bits; parti-
tion the result into 8 blocks; assign these blocks to the next 8 subkeys.
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Other bloc ciphers

RC5

R. Rivest The RC5 encryption algorithm, Fast Soft-
ware Encryption, Lecture note in computer science,
volume 1008, Springer-Verlag 1995

Ronald Rivest

58



Algorithm RC5 encryption (w-bit wordsize, » rounds, b-byte key)

INPUT: 2w-bit plaintext M = (A, B); r; key K = K[0]...K[b— 1].

OUTPUT: 2w-bit ciphertext C'. (For decryption, see Note 7.117.)
1. Compute 2r + 2 subkeys Ky, ..., Ka,41 by Algorithm 7.116 from inputs K and r.
2. A+ AH K, B+ BHK;. (Use addition modulo 2%.)
3. Forifrom1ltordo: A<+ ((AGB) < B)HK,;, B+ ((BgA) = A)HKs; ;.
4. The outputis C' + (A, B).

Algorithm RC5 key schedule

INPUT: word bitsize w: number of rounds r; b-byte key K[0]...K[b— 1].
OUTPUT: subkeys Ky, ... ,Ko,4+1 (Where Kj; is w bits).

1. Let u = w/8 (number of bytes per word) and ¢ = [b/u| (number of words K fills).
Pad K on the right with zero-bytes if necessary to achieve a byte-count divisible by
u(ie, K[j]+ 0forb< j<c-u—1). ForifromOtoc— 1do: L; ¢ EE?:S 287
K[i-u+ j] (ie., fill L; low-order to high-order byte using each byte of K [:| once).

. Ko+ P,; forifromlto2r+1do: K; + K;_1HQ,. (Use Table 7.14.)
i+ 0,4+ 0,A+ 0, B+ 0,t 4+ max(c,2r + 2). For s from 1 to 3¢ do:
(a) K; + (K;EBBAHB)+ 3, A+ K;, i+ i+ 1 mod (2r + 2).
(b) L; « (L;BAHB) + (AHB), B« L;, j+ j+1mode.
. The output 1s K, K1,... ,Ka.11. (The L; are not used.)

W b
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Plaintext Plaintext Plaintext

EEETTTTET ] [TTTIFTT] MEITTCE]
L * L
Block Cipher Block Cipher Block Cipher
Key —=| Encryption Key —=| Encryption key —=  Encryption
' ' .
S v O O L I I 1 | |
Ciphertext Ciphertext Ciphertext

Electronic Codebook (ECB) mode encryption

Ciphertext Ciphertext Ciphertext
HENERENS ISEEREER SEESERR
Block Cipher " Block Cipher Block Cipher
Key —=| Decryption Key —=  Decryption Key —=| Decryption
l |
'
T ol s
Plaintext Plaintext Plaintext

Electronic Codebook (ECB) mode decryption






Plaintext Plaintext Plaintext
CITIITIT] OTT1TT1T1] [TITTERT]
Initialization Vector (IV) l
LITITITT] ¥ & &b
' ' v
Block Cipher Block Cipher Block Cipher
Key —=| Encryption Key —=| Encryption Key —=| Encryption
' ' y
TTTTLIT B e sl v
Ciphertext Ciphertext Ciphertext
Cipher Block Chaining (CBC) mode encryption
initialization Vectar {IW) Ciphertext Ciphertext Ciphertext
O (TTTTTTT] 10 I O A ITTTTTT
] T '
Block Cipher Elock Cipher Block Cipher
Key ——=| Decryption Key —=| Decryption Key —=  Decryption
4 - & o
7 ; .
I ELELLELTE I ]
Flaintext Plaintext Plaintext

Cipher Block Chaining (CBC) mode decryption






Flipped ciphertext bits

Initialization Vector (IV)  Ciphertext «— Ciphertext Ciphertext
D EEEEEE I ITTTTTTT11
— — L
Block Cipher Block Cipher Block Cipher
Key —=  Decryption Key —=| Decryption Key —=| Decryption
1y &y - |-'I"
¢ i 3
OITT1TT ] I I
=" Plaintext Plaintext ™~ Plaintext

Garbled decryption Flipped plaintext bits



Initialization Vector (IV)

CITTTITTI]

l 1

Block Cipher Block Cipher Block Cipher
Key —=| Encryption Key — | Encryption Key —=| Encryption
Plaintext _ Plaintext |
[(TTTTTTT] —= ;:t} o7 I 1] — j"-j s Plaintext
P s LT T LT [ [=—:gs
v r
[TI 1T T 1] I N CIITTTTI
Ciphertext Ciphertext Ciphertext

Cipher Feedback (CFB) mode encryption

Initialization Vector (1Y)

I [11
l f 1
Block Cipher Block Cipher

Block Cipher |
Key ~——=| Encryption

Key —-‘ Encryption | Key —'-‘ Encryption

B=-—{TTTTTTT] B -—[TTITITT7171] Pp=—[OTTTTT1T]
Ciphertext { Ciphertext Ciphertext
117117171 I [TTTTTTT1
Plaintext Flaintext Plaintext

Cipher Feedback (CFB) mode decryption



Initialization Vector (IV)

20 B O
l l .

Block Cipher Block Cipher Block Cipher

Key ——=| Encryption Key ——=| Encryption Key —=| Encryption
Plaintext Plaintext Plaintext
LITTTITT] —= (TTTTTTT] —=3 OIIIITT]—=¢&p
'
Ciphertext Ciphertext Ciphertext

Qutput Feedback (OFB) mode encryption

Initialization Vector (IV)

[TTTTTTT1]
l ! | '
Block Cipher Block Cipher Block Cipher

Key —"‘ Encryption Key —*‘ Encryption Key —"‘ Encryption

Ciphertext Ciphertext Ciphertext
I —= 4 I 1] — & a

ST
—

8 I I M I I T IO 0 I I O 6
Plaintext Plaintext Plaintext

Output Feedback (OFB) mode decryption



Monce Counter Monce Counter Monce Counter

€5%bef35... 00000000 €59bef35.,. 00000001 €52hef35... 00000002
EENINNRNNERENINE EENINERENANERENE HENINERENEREREN
Key — = | Elock Cipher Key — = | Elock Cipher Key — = | Block Cipher
Encryption Encryption Encryption
Plaintext - Plaintext - Plaintext -
LOITITTITTTTI0Td LOTTTTTTITToIIITT] [HINERNNERENREEER
OTTTTITIITITTITd (HENENNNENENENE N [TTTTTITITTIInT
Ciphertext Ciphertext Ciphertext

Counter (CTR) mode encryption

Monce Counter Monce Counter Nonce Counter
c59bcf35... 00000000 c59bcf35... 00000001 c59bcf35... Q0000002

L T J'

Key —-‘ Block Cipher Key — = Block Cipher Key —-‘ Block Cipher

Encryption Encryption Encryption
Ciphertext — = > Ciphertext —» I Ciphertext — ]
SENNENENEREENENE ' [EIEENRERERNERENE | ENNENEREENNNNEEE

[ITITTIITITIITIIIT [ITTTTTITTIIITIITTd [ITITTITTIITTIT100IT]
Plaintext Plaintext Plaintext

Counter (CTR) mode decryption



Triple-DES

Brute force attack on DES achievable

DES Challenges (1997-1999): EFF’s Deep Crack and Distributed.net

First reaction: 3DES = Ej,,(Dy, (Eg, (2)))

where E=DES and D=DES—!

Plaintext

DES Encryption

l

DES Decryption

l

DES Encryption

Ciphertext

Key 1
Key?2

Key3
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Advanced Encryption Standard

10 candidates at the first round, 5 candidates at the

last round:

e RC6 (RSA Lab, USA)

e Rijndael (UE)

e Twofish (USA)

e Serpent (UE)

e MARS (IBM, USA)

http://csrc.nist.gov/encryption/aes
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AES: Rijndael

Joan Daemen and Vincent Rijmen

Rijndael in 1997 - AES is a standard in 2000
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AES: Rijndael

lterative bloc cipher: 128-bit blocs with:

e 128-bits key — 10 rounds

e 192-bits key — 12 rounds

e 256-bits key — 14 rounds

Here: 128-bits blocs and 128-bits keys
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AES - State

State = plaintext, inner structure and ciphertext
4 x 4 table of bytes:

$0,0 $0,1 S0,2 50,3

$1,0 S1,1 S1,2 S1,3

$2.0 S2,1 S22 S23
$3.0 $3,1 $32 533

Remark: state has always 4 lines, the number of columns
is the key size divided by 32
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AES - Assignation

state = x is realized as following:

$0,0 S0,1 S0,2 S0,3 xQ
$1,0 S1,1 $12 S1,3 | il
$20 $2,1 S22 823 2
$3.0 $3,1 S32 833 T3

where z; is the i!" byte of z

T4
5
T6
7

L8
L9
L10
L11

L12
L13
L14
L15
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AES - ByteSub

ByteSub: non-linear substitution applied on a byte
Each byte of state is transformed by a sbox
The sbox has an algebrical explanation:

byte ByteSub (byte 2z)
{
1f(z!=0)
z=z"—-1 1in GF (278)
c=011000111
for (1i=0; 1<8; ++1)
bl[i]l=z[i]+z[1+4]+z[1+5]+
z[i+6]+z[1+7]+c[1] mod 2
return (b)

}
where z is the byte to be transformed
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p'

0 1 2 3 4 5 6 7 8 9 a b c d e f
0] 63| 7c| 77| 7b | f2 | 6b | 6f | ¢c5 | 30| 01 | 67 | 2b | fe | A7 | ab | 76
llca| 82| c9| 7d| fa | 59| 47 | fO0 | ad | dd | a2 | af | 9c | a4 | 72 | cO
2| b7 | £fd| 93 | 26 | 36 | 3f | £f71 | cc | 34 | a5 | e5 | f1 | 71 | 48 | 31 | 15
3] 04| c7| 23 | c3| 18| 96| 05| 9a| 07 | 12 | 80| e2 | eb | 27 | b2 | 75
4/ 09| 83| 2c | la| 1lb| 6e | 5a| a0 | 52 | 3b| d6 | b3 | 29 | e3 | 2f | 84
5| 53| d1| 00| ed| 20| fc | b1 | 5b| 6a | cb | be | 39| 4a | 4c | 58 | cf
6| d0O| ef | aa| fb| 43 | 4d | 33 | 85| 45 | f9 | 02 | 7£ | 50 | 3¢c | 9f | a8
71 51| a3 | 40 | 8£ | 92| 9d| 38| £5| bc | b6 | da | 21 | 10 | ff | £3 | d2
8l cd| Oc| 13 | ec | 5f| 97| 44 | 17 | c4 | a7 | 7e| 34| 64 | 54| 19 | 73
9l 60| 81| 4f | dc| 22| 2a| 90| 88| 46 | ee | b8 | 14 | de | 5e | Ob | db
aled| 32| 3a| 0a| 49 | 06 | 24 | 5c | c2 | d3 | ac | 62| 91 | 95 | e4d | 79
ble7| c8| 37| 6d| 8d| d5 | 4de | a9 | 6c | 56 | f4 | ea | 65 | 7Ta | ae | 08
clba| 78| 25 | 2e | 1c | a6 | b4 | c6 | e8| dd| 74| 1f | 4b | bd | 8b | 8a
d] 70| 3e | b5 | 66 | 48 | 03 | f6 | 0e | 61 | 35| 57 | b9 | 86 | c1 | 1d | 9e
elel| £f8| 98| 11 | 69 | d9 | 8e | 94 | 9b | 1le | 87 | e9 | ce | 55 | 28 | df
f| 8¢c| al | 89 | 0d| bf | e6 | 42 | 68| 41 | 99| 2d | Of | bO | 54 | bb | 16

Figure 7. S-box: substitution values for the byte xy (in hexadecimal format).




AES - ShiftRow

State is modified in the following way:

50,0
$1,1
$2.2
53,3

s0,1
$1,2
$23
$3,0

0,2
$1,3
$2.0
$3,1

S0,3
$1,0
$21
$3.2
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AES - MixColumn

The columns of state are modified as following:

bo 02 03 01 01 50
by | | 01 02 03 o1 51
b | — | o1 01 02 03 S5
b3 03 01 01 02 53

where the elements are expressed in hexadecimal and
s; is the !N column of state
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AES - Sub-keys
At each round, a roundkey is derivated from the main
secret key

AddRoundKey: is the binary xor between state and
the roundkey

State and roundkey are two 4 x 4 table of bytes

The bytes located at the same coordinates in state
and roundkey are xored (bit by bit), and the result is
stored at the same place in state
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AES - Sub-keys

AES needs 11 roundkeys

The main 128-bit secret key is expanded into an 1408-
bits expandedkey (thanks to the algorithm KeyExpan-
sion)

The 11 roundkeys are extracted from the expanded-
key

The output of the KeyExpansion algorithm is composed
by 44 x 32 bits = 1408 bits (w [0] ... w [43])

In the KeyExpansion algorithm, key [i] is the it byte
of the main secret key
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AES - Sub-keys
ROtwOTd(BCb Bla BQ? B3) — (Bla B27 B37 BO>
where B; is a byte

SuwaTd(Bo, Bl, BQ, B3) = (36, Bll, B/Q, Bg)
where B! is the result of the sbox applied to B;
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l 4
proc KeyErpansion(K , -u[-');
begin external RHotWord, SubWord,

end

RCon[1] := 01000000; RCon[2] := 02000000;
RCon(3] := 04000000; RCon[4] := 08000000;
RCon[5] := 10000000; RCon[6] := 20000000;
RCon[7] := 40000000; RCon[8] := 80000000;
RCon|9] := 1B000000; RCon[10] := 36000000;
for i := 0 to 3 do w[i] := (K [4i], K[4i+1], K[4i+2], K [4i+3]) endfor;
fori:=4to43do
temp = w(i—1];
if i=0(mod4) — temp := SubWord(RotWord(temp)) ® RCon[%] U else — skip fi;
wli] :=w[i—4] ® temp
endfor;
return(w(0]...w[43])




AES - Encryption

void AES (state &, key)
{
KeyExpansion (key, expandedkey)
AddRoundKey (state, expandedkey)
for (i=1;1<10;++1)
{
ByteSub (state)
ShiftRow (state)
MixColumn (state)
AddRoundKey (state, expandedkey+4 1)
}
ByteSub (state)
ShiftRow (state)
AddRoundKey (state, expandedkey+4x10)

The final content of state is the ciphertext
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AES - Decryption

void InvAES (state &, key)

{

KeyvExpansion (key, expandedkey)
AddRoundKey (state, expandedkey+4%10)

for (1i=9;i>=1;1i=1-1)

{
InvShiftRow (state)

InvByteSub (state)
AddRoundKey (state, expandedkey+4x1)

InvMixColumn (state)

}
InvShiftRow (state)

InvByteSub (state)
AddRoundKey (state, expandedkey)

}
The final content of state is the plaintext

InvShiftRow realizes the inverse circular rotations and AddRound-

Key is its own inverse
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0 1 2 3 4 5 6 1 8 9 a b c d e f
0] 52 | 09 6a |d5 |30 | 36 | a5 | 38 | bf | 40 | a3 | 9e | 81 | £3 | d7 | fb
1| 7c¢ | e3 |39 |82 | 9b | 2f | ff | 87 | 34 | 8e | 43 | 44 | c4d | de | e9 | cb
2] 54 | 7b | 94 | 32 | a6 | c2 | 23 | 3d | ee | 4c | 95 | Ob | 42 | fa | c3 | de
3]08 | 2e |al |66 | 28 | d9 | 24 | b2 |76 |5b | a2 |49 | 6d | 8b | d1 | 25
4172 | f8 | f6 | 64 | 86 | 68 | 98 | 16 | d4 | a4 | 5c | cc | bd | 65 | b6 | 92
5|6c | 70 | 48 | 50 | fd | ed | b9 |da | 5e | 15 | 46 | 57 | a7 | 8d | 94 | 84
6] 90 | d8 | ab | 00 | 8¢c | bc | d3 |Oa | f7 | e4 | 58 | 05 | b8 | b3 | 45 | 06
7]d0 | 2c | 1le | 8f | ca | 3f | 0f |02 |cl |af | bd | 03 |01 | 13 | 8a | 6b
8]3a |91 | 11 | 41 | 4f | 67 |dc |ea | 97 | £f2 | cf |ce | fO | b4 | e6 | 73
9196 | ac | 74 | 22 | e7 | ad | 35 | 85 | e2 | £f9 | 37 | e8 | 1c | 75 | Af | 6e
al|47 | f1 | 1a |71 |1d | 29 | c5 | 89 | 6f | b7 | 62 | Oe | aa | 18 | be | 1b
b|fc | 56 3e | 4b | c6 | d2 |79 | 20 | 9a | db | cO0 | fe | 78 | cd | 5a | f4
c|1f | dd | a8 | 33 |88 | 07 | c7 | 31 | bl | 12| 10 | 59 | 27 | 80 | ec | 5f
d| 60 | 51 | 7f (a9 | 19 | b5 | 4a | 0d | 2d | e5 | 7a | 9f | 93 | c9 | 9¢c | ef
e|la0 | e0 3b | 4d |ae | 2a | £5 | bO | c8 | eb | bb | 3c | 83 | 53 | 99 | 61
£f117 | 2b | 04 | 7e | ba | 77 | d6 | 26 | el | 69 | 14 | 63 | 55 | 21 | Oc | 7d

Figure 14. Inverse S-box: substitution values for the byte xy (in

hexadecimal format).




InvMixColumns() is the inverse of the MixColumns() transformation.
InvMixColumns () operates on the State column-by-column, treating each column as a four-

term Spolynomial as described in Sec. 4.3. The columns are considered as polynomials over
GF(2°) and multiplied modulo x* + 1 with a fixed polynomial a™(x), given by

a(x) = {ob}x® + {0d}x” + {09}x + {0e}. (5.9)
As described in Sec. 4.3, this can be written as a matrix multiplication. Let
s'(x)=at(xX)®s(x) :

5, Oc 00 0d 097 [so.

| {09 0e Ob 0d||s
Se | _ ¢ Y| for0=<c<Nb. (5.10)
.| |oa 09 0e 0b|s,.
si.| |06 0d 09 Oellss,

As a result of this multiplication, the four bytes in a column are replaced by the following:
So. = ({0e} ¢ 5, ) ®({Ob} e 5, ) D ({0d} * 5, ) D ({09} * 55.)
S510 = ({09} ¢ 5,.) @ ({0e}* 5, ) D ({0b} ¢ 5, ) D ({0d} * s5,)
55, = ({0d}= 5, )@ {09} » 5. ) B ({0=}* 5,.) © ({0b}-# 55,)
53, = ({0b} * 50, ) ®({0d}* 5, ) D ({09} * 5,.) D ({0e}* 55.)



