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Definition

a, b,m 2 Z and m > 0:

a ⌘ b (mod m) iff m | b� a
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Definitions

• f : X ! Y is a one-way function if y = f(x)

is easy to compute for all x 2 X, but for a y ran-
domly chosen in Y , it is computationally difficult
to find x 2 X such that f(x) = y

• f : X ! Y is a one-way trapdoor function if f is a
one-way function for which inverses can easily be
computed with an additional information, called
trapdoor
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Symmetric ciphers

• a cipher is used to encrypt plaintexts, the results
are called ciphertexts

• ciphertexts are decrypted to recover the plaintexts

• keys are used to encrypt and to decrypt
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Symmetric ciphers

• The keys must be secretly shared by the commu-
nicating entities (symmetric ciphers use shared
secret keys)

• (P,C,K,E,D) is cryptosystem where E is the
encryption algorithm, D is the decryption algo-
rithm, P , C and K are respectively the space of
the plaintexts, the space of the ciphertexts and
the space of the keys, and where 9k, k0 2 K such
that, 8x 2M : D

k

0(E
k

(x)) = x

• in symmetric cryptosystems, usually k = k

0 (or at
least, knowing k it is easy to compute k

0)
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Cryptanalysis

Kerckhoffs (1883): encryption and decryption algo-
rithms are known

Auguste Kerkhoffs



Cryptanalysis

• known ciphertext attack

• known plaintext attack

• choosen plaintext attack

• choosen ciphertext attack
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Historical encryption schemes

• substitutions

• transpositions

8



Shift encryption scheme

M = C = K = Z
26

, 0  k  25 and x, y 2 Z
26

E

k

(x) = x+ k mod 26

D

k

(y) = y � k mod 26

Example: with k = 3, the plaintext CAESAR is ci-
phered in FDHVDU

Cryptanalysis?
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Mono-alphabetic substitution

M = C = Z
26

, K is the set of permutations on
{0, . . . ,25}

For each permutation k 2 K we have:

E

k

(x) = k(x)

D

k

0(y) = k

�1
(y)

where x, y 2 Z
26

and k

�1 being the inverse permu-
tation of k

Cryptanalysis? (brute force: 26! > 4 · 1026 possible
keys)
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Mono-alphabetic substitution

plaintext: “chiffrementparpermutation”

ciphertext: “YGZPPCHTHSMLXCLHCTUMXMZFS”

Attack: letters frequencies in the ciphertexts are the
same than in the plaintexts ! use of frequencies ta-
bles based on the language of the plaintext (letter, di-
grams, trigrams, ...)
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Poly-alphabetic substitution

Encryption of blocs composed of t symbols

• E consists in all the sets of t permutations of the
symbols

• each key k 2 K define a set of t permutations
(p

1

, . . . , p

t

)

• the plaintext x = x

1

. . . x

t

is encrypted on the
basis of the key k:

E

k

(x) = p

1

(x

1

) . . . p

t

(x

t

)

• the decryption key k

0 define the set of the t corre-
sponding inverse permutations: (p�1

1

, . . . p

�1
t

)
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Vigenere cipher

Blaise de Vigenere 16th century

Blaise de Vigenere

Encryption scheme described by Blaise de Vigenere
but probably first designed by Giovan Battista Bellaso



Vigenere cipher

m > 0 and M = C = K = (Z
26

)

m

For a key k = (k

1

, . . . , k

m

):

E

k

(x) = E

k

(x

1

, . . . , x

m

) = (x

1

+k

1

, . . . , x

m

+k

m

)

D

k

(y) = D

k

(y

1

, . . . , y

m

) = (y

1

�k

1

, . . . , y

m

�k

m

)

with x

i

, y

i

2 Z
26

and all the operations are computed
in Z

26
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Vigenere cipher

Example:

key: “hello” 7 4 11 11 14”

plaintext: “rendezvousahuitheure”

17 04 13 03 04 25 21 14 20 18

07 04 11 11 14 07 04 11 11 14

-- -- -- -- -- -- -- -- -- --

24 08 24 14 18 06 25 25 05 06

00 07 20 08 19 07 04 20 17 04

07 04 11 11 14 07 04 11 11 14

-- -- -- -- -- -- -- -- -- --

07 11 05 19 07 14 08 05 02 18

ciphertext: “YIYOSGZZFGHLFTHOIFCS”
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Vigenere cipher

In practice the key can be a string of m characters
(converted in numbers within the ciphering process)

There are 26

m possible keys

Cryptanalysis: how to determine the key length? (Ka-
sisky)
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Vigenere cipher

Exercise: try to cryptanalyse the following ciphertext

iwiegiqjaexgotcijxaehogsfpxzifrqkskghxtrmqkmvrwvaje
xyszhllfzglrehyrtsvplsaxmqkrrmw gugvhsivvfuughrkicg
hycrvditvvhycfqpkcyefangsxxrrmwreuiyonvvigczphsee
xiurdiqzuegkofw vhiejxdjiiitaicwsxejiqzeexxtsvrvsazwg
gpiiviehyhtolwvgvfrvjebmgjjvrhjemelyprwoksltsusvvfgp
rfojdvjdhrzuxkrlrhihrrwolcsqjetvbvtfkugpymhhivrdhskvx
yeaimagveljoegwuukhdhoihtaet ioaitmhzazxganvivveti
vomgphzecghveehdtthydriexhrlzkhtcvkuusjmhxeuypgr
zrlrdlxsgrrmwxerfvullqhttzrvullfoksrrvratphl
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Transposition ciphers

m > 0, M = C = {0, . . . ,25}m

K is the set of the permutations {1, . . . ,m}

A key k 2 K is a permutation and:

E

k

(x) = E

k

(x

1

, . . . , x

m

) = (x

k(1)

, . . . , x

k(m)

)

D

k

0(y) = D

k

0(y
1

, . . . , y

m

) = (y

k

�1
(1)

, . . . , y

k

�1
(m)

)

where x

i

, y

i

2 Z
26

and k

�1 is the corresponding in-
verse permutation
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Transposition ciphers

suppose the following permutation:

1! 3, 2! 5, 3! 1, 4! 6, 5! 4, 6! 2

and the corresponding inverse permutation:

1! 3, 2! 6, 3! 1, 4! 5, 5! 2, 6! 4

plaintext: “annulerlelancement” = “annule rlelan ce-
ment”

ciphertext: “NEALNU ENRALL MTCNEE”

Cryptanalysis: plaintext symbols occurences are pre-
served in the ciphertext.
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Scytale

Strip of leather around a stick (around 400 BC)

The plaintext is written by writing a letter on each con-
volution

To decrypt, we must use a stick of the same diameter
as the original stick
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Enigma

Electromecanical device (with a keyboard, a lightboard,
three different rotors and a reflector)

To encrypt: press the plaintext letter on the keyboard
and the corresponding ciphertext lights up

To decrypt: press the ciphertext letter on the keyboard
and the corresponding clairtext lights up

The rotors turn after that a letter is pressed on the
keyboard

The sender and the recipient have to configure in the
same way their respective device (choice, positions
and order of the rotors, configuration of the reflector,
...) ! this is the secret key
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One-time pad

One-time pad also known as Vernam scheme (1917)

Gilbert Vernam Joseph Mauborgne

Perhaps already initially designed around 1880 by Frank Miller



One-time pad

The plaintext x = x

1

. . . x

t

where each x

i

2 0,1

The key k = k

1

. . . k

t

where each k

i

2 0,1 is ran-
domly chosen

E

k

(x) = y = x

i

� k

i

,1  i  t

D

k

(m) = x = y

i

� k

i

,1  i  t

The one-time pad is proven to be secure iff each key
is used once
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Stream ciphers

One-time pad generalization to be more practical

Short key expanded into a keystream

Keystream used in the same way than the one-time
pad (xor)
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Stream ciphers

Examples of stream ciphers: SEAL and RC4

Phillip Rogaway et Don Coppersmith A Software-Opti-
mized Encryption Algorithm, Fast Software Encryp-
tion, Lecture Notes in Computer Science 809, Springer-
Verlag, 1994

Phillip Rogaway et Don Coppersmith A Software-Opti-
mized Encryption Algorithm, Journal of Cryptology, vol-
ume 11, number 4, Springer International 1998

Ron Rivest The RC4 Encryption Algorithm, RSA Data
Security, 1992
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Product ciphers and bloc ciphers

A product cipher combines (at least) two transforma-
tions (substitution, transposition) in order to produce
a cipher that is more secure than the individual trans-
formations

A bloc cipher is an encryption scheme that cuts the
plaintext in fixed size blocs and encrypts each bloc
separately

Bloc ciphers are usually iterative: a set of transfor-
mations is repeated. Each iteration is called a round.
A different sub-key is derivated from the key for each
round.
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Feistel cipher

Horst Feistel
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Feistel cipher

Iterative process (1970)

Plaintext (2t bits with L

0

= t at the left and R

0

= t bits
at the rigth)

r rounds where k

i

is the corresponding sub-key:

L

i

= R

i�1

R

i

= L

i�1 � f(R

i�1, ki)

Same process to decrypt (using the sub-keys in the
opposite order)
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Data Encryption Standard

Horst Feistel Don Coppersmith



Data Encryption Standard

Lucifer in 1973 - DES is a standard in 1976



Data Encryption Standard

DES encrypts a 64-bits plaintext into a 64-bits cipher-
text using a 56-bits key

1. an initial permutation (IP) is realized on the plain-
text (x): x

0

= IP (x) = L

0

R

0

(L
0

is the 32-bits
at the left and R

0

is the 32-bits at the right)

2. 16 iterations of the function f : L

i

= R

i�1 and
R

i

= L

i�1 � f(R

i�1, ki) where k

1

, . . . k

16

are
the 16 sub-keys (48-bits)

3. final permutation (inverse of the initial permuta-
tion): IP

�1
((R

16

L

16

). The result of this last
permutation is the 64-bits ciphertext
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Data Encryption Standard

The function f takes a 32-bits value (A) as input as
well as a 48-bits sub-key (J), and produces a 32-bits
result

1. A is expanded from 32 to 48 bits (thanks to an
expansion function (E) that realizes a permutation
and duplicates some bits)

2. B = E(A)� J

3. B is cut in 8 blocs B

i

of 6 bits
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DES: f et SBoxes (suite)

4. the 8 B

i

are modified by a different “sbox” (sub-
stitution box): C

i

= S

i

(B

i

),1  i  8 where C

i

is 4 bits. Each sbox is a different 4 ⇥ 16 table of
hexadecimal numbers. The bits b

1

b

6

of B
i

com-
poses the row index in the table, the bits b

2

b

3

b

4

b

5

composes the column index in the table. At this
coordinate is the 4-bits result of the sbox

5. The 8 C

i

composes C that goes trough a permu-
tation P
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Data Encryption Standard

The key k can be 64 bits, but only 56 bits are significa-
tive (the bits 8, 16, 24, 32, 40, 48, 56 et 64 are parity
bits)

These 8 bits are not considered anymore
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Data Encryption Standard

1. 56-bits key goes through a permutation PC1 :

PC1(k) = C

0

D

0

where C

0

is the 28 first bits
and D

0

the 28 following bits

2. forall i 2 [1,16]:

• C

i

= LS

i

(C

i�1) and D

i

= LS

i

(D

i�1) where
LS

i

is a circular rotation to the left of one po-
sition when i = 1,2,9,16 and a circular ro-
tation to the left of two positions otherwise

• k

i

= PC2(C

i

D

i

) wherePC2 is a permuta-
tion that outpouts 48 bits
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Data Encryption Standard

DES has 4 weak keys = key k such that 8x 2 M :
E

k

(E

k

(x)) = x

DES has 6 pairs of semi-weak keys = (k

1

, k

2

) such
that 8x 2M : E

k

1

(E

k

2

(x)) = x

Moreover, for the four weak keys, it exists 2

32 mes-
sages x 2M such that E

k

(x) = x
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Bloc ciphers caracteristics

An alteration of one bit of a plaintext bloc results (after
encryption of the bloc) in the alteration of each bit of
the corresponding ciphertext with a probability 1

2

An alteration of one bit of a ciphertext bloc results (af-
ter decryption of the bloc) in the alteration of each bit
of the corresponding plaintext with a probability 1

2

An alteration of one bit of a key results (after encryp-
tion of a plaintext) in the alteration of each bit of the
corresponding ciphertext with a probability 1

2
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Cryptanalysis

Differential cryptanalysis (Eli Biham and Adi Shamir,
1993): properties (caracteristics) deduced from two
xored plaintexts that are encrypted

Eli Biham and Adi Shamir
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Cryptanalysis

Linear cryptanalysis (Mitsuru Matsui, 1994): linear ap-
proximation of the sboxes

Mitsuru Matsui
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Other bloc ciphers

IDEA

X. Lai et J. Massey A proposal for a new block encryp-
tion standard, Eurocrypt’90, Lecture notes in computer
science, volume 473, Springer-Verlag 1991

Xuejia Lai and James Massey
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Other bloc ciphers

RC5

R. Rivest The RC5 encryption algorithm, Fast Soft-
ware Encryption, Lecture note in computer science,
volume 1008, Springer-Verlag 1995

Ronald Rivest
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Triple-DES

Brute force attack on DES achievable
DES Challenges (1997-1999): EFF’s Deep Crack and Distributed.net

First reaction: 3DES = E

k

3

(D

k

2

(E

k

1

(x)))

where E=DES and D=DES�1
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Advanced Encryption Standard

10 candidates at the first round, 5 candidates at the
last round:

• RC6 (RSA Lab, USA)

• Rijndael (UE)

• Twofish (USA)

• Serpent (UE)

• MARS (IBM, USA)

http://csrc.nist.gov/encryption/aes
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AES: Rijndael

Joan Daemen and Vincent Rijmen

Rijndael in 1997 - AES is a standard in 2000
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AES: Rijndael

Iterative bloc cipher: 128-bit blocs with:

• 128-bits key! 10 rounds

• 192-bits key! 12 rounds

• 256-bits key! 14 rounds

Here: 128-bits blocs and 128-bits keys
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AES - State

State = plaintext, inner structure and ciphertext

4 ⇥ 4 table of bytes:

0

BBB@

s

0,0

s

0,1

s

0,2

s

0,3

s

1,0

s

1,1

s

1,2

s

1,3

s

2,0

s

2,1

s

2,2

s

2,3

s

3,0

s

3,1

s

3,2

s

3,3

1

CCCA

Remark: state has always 4 lines, the number of columns
is the key size divided by 32
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AES - Assignation

state = x is realized as following:

0

BBB@

s

0,0

s

0,1

s

0,2

s

0,3

s

1,0

s

1,1

s

1,2

s

1,3

s

2,0

s

2,1

s

2,2

s

2,3

s

3,0

s

3,1

s

3,2

s

3,3

1

CCCA 

0

BBB@

x

0

x

4

x

8

x

12

x

1

x

5

x

9

x

13

x

2

x

6

x

10

x

14

x

3

x

7

x

11

x

15

1

CCCA

where x

i

is the i

th byte of x

73



AES - ByteSub

ByteSub: non-linear substitution applied on a byte

Each byte of state is transformed by a sbox

The sbox has an algebrical explanation:

byte ByteSub(byte z)

{

if(z!=0)

z=zˆ-1 in GF(2ˆ8)

c=011000111

for(i=0;i<8;++i)

b[i]=z[i]+z[i+4]+z[i+5]+

z[i+6]+z[i+7]+c[i] mod 2

return(b)

}

where z is the byte to be transformed
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AES - ShiftRow

State is modified in the following way:

0

BBB@

s

0,0

s

0,1

s

0,2

s

0,3

s

1,1

s

1,2

s

1,3

s

1,0

s

2,2

s

2,3

s

2,0

s

2,1

s

3,3

s

3,0

s

3,1

s

3,2

1

CCCA
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AES - MixColumn

The columns of state are modified as following:

0

BBB@

b

0

b

1

b

2

b

3

1

CCCA =

0

BBB@

02 03 01 01

01 02 03 01

01 01 02 03

03 01 01 02

1

CCCA

0

BBB@

s

0

s

1

s

2

s

3

1

CCCA

where the elements are expressed in hexadecimal and
s

i

is the i

th column of state
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AES - Sub-keys

At each round, a roundkey is derivated from the main
secret key

AddRoundKey: is the binary xor between state and
the roundkey

State and roundkey are two 4 ⇥ 4 table of bytes

The bytes located at the same coordinates in state
and roundkey are xored (bit by bit), and the result is
stored at the same place in state
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AES - Sub-keys

AES needs 11 roundkeys

The main 128-bit secret key is expanded into an 1408-
bits expandedkey (thanks to the algorithm KeyExpan-
sion)

The 11 roundkeys are extracted from the expanded-
key

The output of the KeyExpansion algorithm is composed
by 44 ⇥ 32 bits = 1408 bits (w

[

0

]

. . . w

[

43

]

)

In the KeyExpansion algorithm, key
[

i

]

is the i

th byte
of the main secret key
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AES - Sub-keys

Rotword(B

0

, B

1

, B

2

, B

3

) = (B

1

, B

2

, B

3

, B

0

)

where B

i

is a byte

Subword(B

0

, B

1

, B

2

, B

3

) = (B

0
0

, B

0
1

, B

0
2

, B

0
3

)

where B

0
i

is the result of the sbox applied to B

i
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AES - Encryption

void AES(state &,key)

{

KeyExpansion(key,expandedkey)

AddRoundKey(state,expandedkey)

for(i=1;i<10;++i)

{

ByteSub(state)

ShiftRow(state)

MixColumn(state)

AddRoundKey(state,expandedkey+4

*

i)

}

ByteSub(state)

ShiftRow(state)

AddRoundKey(state,expandedkey+4

*

10)

}

The final content of state is the ciphertext
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AES - Decryption

void InvAES(state &,key)

{

KeyExpansion(key,expandedkey)

AddRoundKey(state,expandedkey+4

*

10)

for(i=9;i>=1;i=i-1)

{

InvShiftRow(state)

InvByteSub(state)

AddRoundKey(state,expandedkey+4

*

i)

InvMixColumn(state)

}

InvShiftRow(state)

InvByteSub(state)

AddRoundKey(state,expandedkey)

}

The final content of state is the plaintext

InvShiftRow realizes the inverse circular rotations and AddRound-
Key is its own inverse
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